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	Course Description: Foundations in Accounting Information Systems is concerned with the way computerized information systems impact how accounting data is captured, processed, and communicated. The course introduces you to the people, technology, procedures, identification of computer fraud and controls that are necessary to conduct internal and external e-business, with an emphasis on the internal controls over such systems.



	Text book: Accounting Information Systems, 12/E Romney & Steinbart | ©2012 | Prentice Hall 

	

	Course Outline

	I.
	Accounting information system: An Overview

      Information needs and Business Process

       Accounting information systems

       How an AIS can add Value to Organization

       The AIS and Corporate Strategy

       The role of AIS in the value chain



	II.
	Overview of Transaction Processing and Enterprise Resource Planning Systems
Transaction Processing: The Data Processing Cycle: 
      Data Input, 

      Data Storage,

      Data Processing, 

      Information Output
Enterprise Resource Planning (ERP) Systems.


	III.
	Systems Documentation Techniques,
       Data Flow Diagrams
Subdividing the DFD
              Flowcharts
              Document Flowcharts,
              System Flowcharts, 
        Program Flowcharts


	IV. 
	Relational Databases, 
        Files versus Databases, 
               Using Data Warehouses for Business Intelligence,
               The Advantages of Database Systems,
               The Importance of Good Data, 
               Database Systems,
               Logical and Physical Views of Data,
               Schemas,
               The Data Dictionary,
               DBMS Languages,
               Relational Databases,
               Types of Attributes,
               Designing a Relational Database
               Basic Requirements of a Relational Database
               Two Approaches to Database Design, 
               Creating Relational Database Queries, Query 1, Query 2, Query 3, Query 4, Query 5, 
        Database Systems and the Future of Accounting,


	V.
	          Computer Fraud
· AIS Threats
· Introduction to Fraud
· Misappropriation of Assets
· Fraudulent Financial Reporting
· SAS No. 99: The Auditor’s Responsibility to Detect Fraud
· Who Perpetrates Fraud and Why
· The Fraud Triangle
· Computer Fraud
· The Rise in Computer Fraud
· Computer Fraud Classifications
· Preventing and Detecting Fraud and Abuse


	VI.
	       Computer Fraud and Abuse Techniques
· Computer Attacks and Abuse
           Social Engineering, Malware


	V11.
	       Control and Accounting Information Systems
· Why Threats to Accounting Information Systems Are Increasing
· Overview of Control Concepts
· The Foreign Corrupt Practices and Sarbanes–Oxley Acts
· Control Frameworks
· COBIT Framework
· COSO’s Internal Framework
· COSO’s Enterprise Risk Management Framework
· The Enterprise Risk Management Framework versus the Internal Control Framework
· The Internal Environment
· Management’s Philosophy, Operating Style, and Risk Appetite
· The Board of Directors
· Commitment to Integrity, Ethical Values, and Competence
· Organizational Structure
· Methods of Assigning Authority and Responsibility
· Human Resources Standards
· External Influences
· Objective Setting
· Event Identification
· Risk Assessment and Risk Response
· Estimate Likelihood and Impact
· Identify Controls
· Estimate Costs and Benefits
· Determine Cost/Benefit Effectiveness
· Implement Control or Accept, Share, or Avoid the Risk
· Control Activities
· Proper Authorization of Transactions and Activities
· Segregation of Duties
· Project Development and Acquisition Controls
· Change Management Controls
· Design and Use of Documentation and Records
· Safeguard Assets, Records, and Data
· Independent Checks on Performance
· Information and Communication
· Monitoring
· Perform ERM Evaluations
· Implement Effective Supervision
· Use Responsibility Accounting Systems
· Monitor System Activities
· Track Purchased Software and Mobile Devices
· Conduct Periodic Audits
· Employ a Computer Security Officer and a Chief Compliance Officer
· Engage Forensic Specialists
· Install Fraud Detection Software
              Implement a Fraud Hotline
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